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Abstract—Software Defined Networking (SDN) provides flexible, programmable networks with
automation. It provides efficient network management with controller as it separates control
and forwarding logic in control and data planes. SDN offers many advantages for enhanced
network administration but it suffers from security issues like topology spoofing, bandwidth
exhaustion and Distributed Denial of Service (DDoS) attacks etc. There is enhancement of
network security as the SDN architecture provides centralized control and programmability to
networks. These same attributes pose various network security challenges also. Solutions to
these problems can be controller replication schemes or use of authentication mechanisms. This
paper discusses security analysis of SDN.

Index Terms— SDN, network security, IDS, DDoS attacks.

1. INTRODUCTION

Technology upgrades in ICT domains like 5G, IoT, Big Data, Cloud Computing, Network Function
Virtualization (NFV) demand for dynamic management of networks with the increase in bandwidth requirement
and accessibility from any corner of the world. In the traditional network architectures, the network operating
system and data plane are coupled together making it inefficient to provide flexibility and automation needed by
these technologies. In traditional network devices, interfaces are vender specific making the management of
these devices more difficult, maintenance costly and time consuming. SDN Technology offers better solution to
all these problems as it separates the control logic and the forwarding hardware in two different planes, control
and data plane [1]. This paper discusses the need for SDN, SDN architecture and its components, advantages,
disadvantages and security issues of SDN.

A. Software Defined Network

Networks are expanding exponentially in size, increasing complexity. Due to mobility of hosts, network
virtualization, cloud computing networks are becoming more dynamic. SDN framework has a control plane
which acts as a centralized SDN controller. The control plane maintains a forwarding table by exchanging the
topology information and decides where to forward the incoming data packet. The switch forwards or drops the
packet based on this flow entry. The data and control plane communicate through OpenFlow which is the
standard protocol. SDN provides several benefits [1] like Network automation, increased reliability and security
of the network, Centralized network management, Standard protocol for configuring the devices from multiple
vendors.
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B. SDN Architecture

Software-Defined Networking (SDN) [2],[8] uses software-based controllers or application programming
interfaces (APIs) for communicating with underlying hardware infrastructure and directing the traffic on a
network.

SDN architecture as shown in figure 1 includes three layers: Application layer, Control Layer, Infrastructure

layer.

» Application layer: This layer contains applications which have control programs for implementation of
network control logic. The application plane and control plane interact via an open Northbound API for
communicating the network requirements of application [2] to the SDN controller. Some of the examples of
common SDN applications are Load balancing, Firewalls, Traffic Engineering, Routing etc.

» Control layer: This layer has SDN controller which translates the requirements of the application layer
through Southbound API with the data plane. It generates flow rules for data plane devices for forwarding
packets[2]. The SDN control layer also referred as the Network Operating System (NOS), provides the
application layer with an abstracted view of the global network. The control plane is a logically centralized
controller with a physically distributed implementation for improving reliability and increasing scalability.

» Infrastructure or Data layer: This data plane consists of a set of forwarding network devices like switches. In
SDN [2], the control and data plane communicate through open Southbound Interface.
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Figure 1: Basic Reference architecture for Software Defined Network [8]

C. Advantages and Disadvantages of SDN

SDN provides Network programmability in controller at control plane, abstraction of hardware giving vendor
independent and cheap switches having only data plane. It provides better security. For example, if any
suspicious activity in network traffic is detected by the controller then packets can be dropped or rerouted.
However it can become a single point of failure for network, i.e. in case of compromised controller, the entire
network gets affected. The switches in SDN lack in intelligence. They depend on control plane for decision of
forwarding packets which increases the overhead of data control communication.

II. SECURITY ANALYSIS OF SDN

In SDN, the controller monitors and maintains data generated through traffic analysis. Security policy can be
updated or new policy can be generated based on this analysis. The flow rules containing this security policy can
then be propagated across network. This approach [18] controls and limits the network security threats thereby
enhancing the network security. These same attributes of SDN pose various network security challenges also
like DoS attacks. Open programmability creates issue of trust in the network at both the interfaces. Solutions to
these problems can be controller replication schemes or use of authentication mechanisms.
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A. Security Enhancement Using SDN

From a security point of view, SDN can be differentiated from traditional networks on the basis of three core
characteristics[18] i.e. global network view, Self-Healing Mechanisms and increased control capabilities.

SDN provides a Global Network view as it has a centralized controller which maintains traffic analysis data.
This helps to detect malicious traffic and create an Intrusion Detection System(IDS) for entire network. If a
routing device is dropping all or some of the packets, thus creating a black hole, then such a device can be
identified easily as compared to traditional networks. Forensic analysis can be performed by tracing the logged
traffic for the development of defence mechanisms against such attacks. Another important characteristic of
SDN is Self-Healing Mechanisms. The control plane installs conditional flow rules in the switches which decide
forwarding strategy or response of the switch when certain conditions are met. These reactions help in providing
automated resiliency against attacks. The centralized controller provides more control capabilities to SDN
networks [19].

B. Security challenges with SDN

SDN provides network programmability, logically centralized control and feasibility. These advantages of SDN
framework help in enhancing security of networks. At the same time they may also lead to security
vulnerabilities. This section categorises them as per which plane they affect [19] i. e. forwarding plane, control
plane or the links connecting the two planes.

Forwarding Plane Attacks

With the limited storage the switches cannot store all the rules which are produced by the controller. SDN
implementation has adopted reactive caching mechanism where whenever an incoming packet does not find a
matching rule, the switch temporarily buffers the packet and sends a query to the controller for missing rule. The
controller responds with new rule which gets cached in the forwarding table of the switch and packet is
processed accordingly. This functionality is used by a malicious user for flooding the switch with large payload
packets with different flows. As a consequence, the switch may buffer some of those large packets and large
number of queries may be sent to the control plane asking for rules to process these packets. The buffer can get
full and switch may keep waiting for control response causing legitimate packets to be dropped. Thus the switch
becomes vulnerable to a DoS attack [19]. This flow based scheme does not specify processing of encrypted
packets as it hides some of the packet’s header fields from the network switches. Malicious users can skip their
network border and bypass access control policy of the network by using tunnel bypassing and encryption of
packets [19].

Control Plane Attacks

The SDN centralized control plane is susceptible to Distributed Denial of Service (DDoS) attacks. Flooding of
network switches by many compromised hosts with packets may generate many queries to the controller ad
utilize the controller’s processing power. This causes the queries from legitimate hosts to be dropped or delayed
[19]. In Compromised Controller Attacks, when the attacker gains access to the controller, it can control all the
switches, program them to drop all incoming traffic, or use them as a platform to launch serious attacks against
other targets, such as directing all received packets to a victim so as to deplete its resources [19].

Control Data Link Attacks

The link connecting the control and data planes becomes susceptible to a man-in-the-middle attack when packets
sent are not encrypted. Even if they are encrypted to prevent replay attacks, the encrypted messages should
include a timestamp [19].

C. DDoS attacks in SDN

As discussed flooding based DDoS attacks can be launched at all the layers i.e. switch, controller and data to
control link. The attacker floods the victim with large number of false packets exhausting its system resources
like bandwidth, memory, CPU. As a result they are not available for legitimate users and their requests cannot be
handled [20]. Due to reactive caching mechanism, the throughput of the switch gets reduced as the switch gets
overloaded and flow table gets overflow. The flow rule requests sent to the controller require lot of bandwidth
causing channel congestion for normal flow requests [20]. They consume controller’s resources causing
Controller Resource Saturation. Legitimate requests may be dropped causing a single point of failure in the
entire SDN[20].

The literature survey shows many Attack Detection Methods for SDN. One of the simplest methods is to
determine a threshold and when the number of the messages exceed this threshold identify it as a flooding based
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DDoS attack. According to the detection algorithm used, detection methods can be classified into machine
learning based, the entropy based and the graphic based[20].

TABLE I. SUMMARY OF DDOS ATTACKS

Resources . s .
Type Reason Affected/Required Detection Methods Mitigation Techniques
Switch Overload & . . 1. Machine 4. Proactive Caching
Flow Table Overflow Reactive Caching ' Throughput Learning based |5. 1P filtering
Data to Control Flooding Flow |High Bandwidth and Large | 2.  Entropy Based |6.  Rate Limiting
Channel Congestion Requests buffer required 3. Graphic Based |7.  Setting Timeout values for flow
rules
8. Queue Management Methods
Controller Resource | Flooding Flow |CPU, Memory, Network with flow prioritisation
Saturation Requests Bandwidth 9.  Controller Replication
10. Encryption and Time stamp
Inclusion

ML based detection techniques for DDoS attacks has gain much attention in the research groups. To detect
DDoS attack, the ML uses algorithms that can be trained with normal and attack patterns. The entropy based
detection mechanism calculates entropy by measuring the random change of the incoming flows during a

given time period. The graphic model based detection methods use a graphic model which is based on an attack
detection method and deals with a dataset shift problem. Relational graphs are saved for known traffic patterns.
For new traffic generated, the graphs are compared to determine malicious traffic [20].

After the detection of DDoS attack, an effective defence mechanism is required for timely restoration of the
network function. Various defence mechanisms and mitigation techniques can be used as discussed in table I.
The IP filtering technique suggests use of Rate Limiting for preventing the attack on bandwidth of the control
layer. Another strategy is to prevent the switch's flow table overflow at the data plane by setting timeout values
for flow rules [22].

For Controller Resource Saturation, queue management methods with flow prioritizing algorithm is used for
enhancing the Quality of Service (QoS) of legitimate users. For Switch DoS attack due to reactive caching,
proactive caching is used. The switches cache maximum number of rules which can fit in the table beforehand
only. To process buffered packets quickly, a low delay is desired on the links connecting switches and control
plane which makes this attack harder to take place. To address Packet encryption and tunnel bypassing, models
can be constructed which analyse traffic statistics and identify the type of payload of the encrypted packets.
Controller replication (logical centralization) Encryption and time stamp inclusion are some of the other
strategies.

DDoS attack system is classified as per planes affected, SDN environment vulnerabilities, Attack strength,
Attack goals. Table I summarises various phases of DDoS attack as recruit, exploit, infect or use, categorises
launching methods as per technique, tools and protocol level used and resource affected. Table III describes
DDoS Attack system. Various SDN architectural components such as controller, planes various interfaces which
can be attacked are listed. It categorizes various detection mechanisms as statistical methods, Signature based or
Anomaly based mechanisms. Various Mitigation mechanisms are classified based on location of detection
engine. SDN sandbox comprising of various tools , controllers and switches, used for simulation and different
architectures of SDN based on type of controller are listed.

TABLE II. SUMMARY OF LAUNCHING DDOS ATTACK

Summary of Launching DDoS Attack
Four Phases Launching Method Category Affects
1.Recruit-Scan for security holes | 1.User friendly Tools 1.Transport / Network level Buffer Overflow,
Low Orbit Ion attacks- Use ICMP, UDP, TCP, Congestion,
Cannon(LOIC), hping3, DNS protocol packets Bandwidth, Server
Stacheldraht Resources- CPU,
2.Exploit- Break into vulnerable | 2.Employment Techniques- 2.Application level attacks- Use Memory
machines exploiting loopholes i.IPSpoofing, flooding
3.Infect- Infect these machines ii.Flooding- Direct,
with attack code Reflection,
4.Use- Compromised machines | iii. TCP SYN Flood, UDP
used to lauch attack Flood, ICMP Flood, HTTP
Flood
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TABLE IIl. SUMMARY OF DDOS ATTACK SYSTEM

SDN components | DDos attack Defense Mechanism SDN Sandbox SDN
Detection Mitigation Mechanism Tools Controller Switches Architecture
Mechanism
Controller Statistical Based on Location of Mininet POX Hardware Centralized
Methods Detection Engine switches- (Single
Openflow, Controller)
CISCO
Switches Information Source based-Attacking NS3 Ryu Software Distributed
Theory Host Switches- (MultiController)
OpenVswitch
(ovs), BMv2
Northbound Entropy Destination based- OpenNet OpenDaylight Hybrid
Interface Victim Host (Distributed
Controller)
Southbound Cluster Network based- FloodLight
Interface Analysis Network intermediate
hosts(Switch/ Router
EastWest Covariance Rate Limiting
Interface Analysis
Network Signature Filtering
Operating System | based- Use
Network
Behavior
Planes Anomaly TCP Proxies
Application based-Use
Control ML, DL
Data Techniques
Communication Controller plane
Channel Bandwidth

Hosts

III. CONCLUSIONS

Security of the network is a challenge and essential for any organisation irrespective of its size. SDN enhances
security policy and detection of attacks through the unified control plane. A survey of SDN and its security is
provided here. The literature survey examines the transition of SDN along with applications and challenges. This
paper discusses security attacks at all 3 layers of SDN and how different mitigation strategies can be used to
enhance the performance of SDN in various applications.
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