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Abstract—Industry 4.0’s Industrial Internet of Things (I10T) infrastructure, which unites
digital and physical systems, has created new security challenges. These systems are
interconnected, and they frequently involve several data intermediaries, therefore layered
security is required in addition to simple connection encryption. Moreover, the IloT
ecosystem’s heterogeneous hardware and software components don’t have standardized
compatibility, which exacerbates security flaws. The identification and mitigation of hazards is
crucial due to the vital function of industrial equipment and the rapid expansion of Internet of
Things technologies. The objective of this research is to assess the suggested countermeasures
described in previous studies and conduct a thorough analysis of the attack vectors targeting
10T systems.

Index Terms—Industrial 10T, Security, Hardware, Encryption, Countermeasures.

|. INTRODUCTION

Cyber-physical systems in Industry 4.0 smart factories rely on I1oT networks to enhance production efficiency
by enabling real-time collaboration and automation. This integration not only improves data utilization but also
drives innovative problem-solving across manufacturing processes.

While seamless data exchange is vital for automating supply chains, the increased connectivity brings
cybersecurity challenges. Industrial Control Systems, such as SCADA, often prioritize functionality over
security, making them vulnerable to breaches and disruptions due to flaws in 10T protocols.

This paper surveys current literature, highlights key 1loT hazards along with their mitigation strategies, and
offers recommendations for future research. With 11oT adoption on the rise, continuous workforce training and
robust cybersecurity policies are essential. Future studies should investigate the role of Al and machine learning
in anticipating and countering cyber threats, as well as in establishing standardized security protocols through
stronger industry collaboration.

Il. LITERATURE REVIEW

SCADA systems, integral to 110T’s hierarchical architecture (central hubs, sub- stations, PLCs, and HMIs), face
sophisticated attacks targeting sensors, actuators, and critical infrastructure. HMIs, which enable operator-
machine interaction via real-time data visualization, are particularly vulnerable to exploitation.

A. Key SCADA Attack Methods
Eavesdropping: Illicit data capture (active/passive).
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MitM: Intercepting/altering system communications.

Masquerade: Unauthorized user impersonation.

Malware: Viruses/worms disrupting operations.

DoS/DDoS: Resource exhaustion attacks.

Fragmentation: Packet reassembly exploits.

Cinderella: Tailored vulnerability exploitation.

Doorknob Rattling: Probing for system weaknesses.

Ghosh and Sampalli [11] assess SCADA security standards (e.g., NERC, ISO 17799) and propose ML-based
detection (Decision Trees, Random Forest) paired with cryptographic safeguards (LKH, SKMA).

B. Research Gaps and Mitigation Strategies

Automation: Deploy Al/ML for real-time anomaly detection.

Standardization: Harmonize protocols (e.g., APl 1164, IEEE 1402) across industries.

Collaboration: Establish global threat intelligence networks.

Training: Prioritize operator cybersecurity upskilling.

Sustained SCADA security demands adaptive frameworks, predictive analytics, and regulatory alignment to
counter evolving cyber-physical threats.

I1l. METHODOLOGY

In order to thoroughly identify, assess, and synthesize existing research on the vulnerabilities and attack vectors
associated with critical infrastructure systems like SCADA,

this study on Industrial 10T (110T) security risks has used a methodology. Data col- lection, threat modeling, and
strategy evaluation are the three main stages of this approach.

A. Data Collection

During the data gathering phase, a thorough analysis of the body of research on I10T security was conducted, with
an emphasis on the physical, data-link, and application layers of industrial control systems. Peer-reviewed
journals, conference proceedings, technical reports, and cybersecurity frameworks were some of the sources used.
During this time, "critical infrastructure attacks", "SCADA security", "industrial 10T," and "cyber threats" were
the most frequently used search terms.

B. Threat Classification

The material that was gathered was divided into groups according to the kinds of cyberthreats that were covered.
Phishing attacks, ransomware, supply chain attacks, protocol attacks, and system-level attacks were some of
these categories. In order to determine the most prevalent dangers, how they are carried out, and how they might
affect 10T systems, each category was examined[1].

C. Threat Modeling

Creating a threat model to classify and comprehend possible attack vectors in 110T systems was the next step.
This model was built by an analysis of popular attack techniques found in the literature, including malware
infections like viruses, Trojan horses, and worms,in addition to assaults using manin-the-middle (MitM) and
passive and active eavesdropping. Because SCADA systems are so important to industrial operations, they have
received special attention. The hierarchical structure of SCADA systems, which consists of parts like PLCs,
RTUs, and master station units (MSUs), was also taken into account by the threat model.

D. Evaluation of Mitigation Strategies

After establishing the threat model, the study assessed the several security protocols and guidelines that are
presently in place to safeguard IloT systems. This included applying methods for machine learning, including
Random Forest, Decision Tree, and Naive Bayes algorithms, for threat detection [2]as well as analyzing current
security requirements, such as IEEE 1402, 1SO 17799, and NERC guidelines. Based on these strategies’ capacity
to identify, stop, and lessen the risks, their efficacy was evaluated.

E. Analysis of Countermeasures

The literature’s suggested countermeasures for each threat that was discovered were examined. This required
looking at both proactive and reactive approaches, as well as technological fixes including network security
protocols, machine learning-based detection systems, and encryption.
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This methodological framework offers a methodical way to detecting and resolving potential vulnerabilities and
guarantees a full analysis of the security difficulties faced by 10T systems.

IV. CYBER THREATS AND IT’S COUNTERMEASURES

These days, the most crucial techniques used by essential infrastructures to raise ser- vice quality and productivity
are automation and remote control. Under this spectrum, optimal accuracy, dependability, and security are
necessary for the effective administration of 110T systems. Unquestionably, the digital technologies included in
the Critical infrastructures are more effective thanks to the 10T ecosystem, yet they also present a number of
substantial issues because of persistent threats to the infrastructures’ digital security. In this regard, safeguarding a
nation’s vital infrastructure—such as its government buildings, water and electricity systems, and
telecommunications networks—is now equally important to protecting the I1oT. These infrastructures’ newly
developed systems have a direct connection to the I10T environment. It makes it the perfect target for significant
cyber attacks[3].

A. Phishing Attacks

These attacks target personal data by deceiving users into downloading malware or disclosing sensitive
information on fraudulent websites. Hackers impersonate trusted sources to install malware or extract data using
sophisticated phishing tactics that exploit human error and security flaws. Typically, attackers gain initial access
to the 10T, map the network, and later exploit vulnerabilities in industrial control sys- tems. For example,
Almashhadani et al. [4] developed phoney, an automated tool that employs a browser plugin to assess phishing
attacks by examining security certificates, site quality, and indicators of malicious code or deceptive URLS.

B. Ransomware Attacks

This attack injects malware into the 110T system to cause a denial of service (DoS) or access personal files,
forcing victims to pay a fee to regain access. Unlike widespread ransomwares, 110T ransomwares are usually
targeted at critical components to maxi- mize disruption. Numerous studies have employed deep learning and
machine learning to detect ransomware [5]. For example, the authors in [6] developed a detection model using
dynamic machine learning based on network traffic conversations, achieving high accuracy. Similarly, the
researchers in [4] combined two classifiers—one at the packet level and another at the flow level—to build an
intrusion detection system that effectively identifies Locky ransomware with high accuracy.

C. Protocal Attacks

Application, data-link, network, transport, and physical layers make up the five tiers of the OSI networks
framework for the Internet of Things.an overview of the first four levels’ risks and defenses, with special
attention to the application layer (the fourth layer), which is very important for 10T applications.

Attacks On Physical,Data Link And Network Layer

Physical and data-link DoS attacks weaken node processing power through depletion, unfairness, jamming, and
collision. Tampering compromises sensor nodes, while jam- ming disrupts communication by broadcasting on
the target’s frequency. The authors of [7, 8, 9] propose a JAM model and a cross-layer detection system for
WSNs, with tampering mitigated via visual inspections or specialized tools. Collision attacks drain energy by
forcing retransmissions but can be countered with FHSS. At the 10T transport layer, desynchronization (altering
packet sequences) and SYN-flooding (overloading with SYN packets) disrupt services, which can be mitigated
using message authentication, stronger protocols, proxies, packet filtering, and optimized resource management.

Attacks In Application Layer

Attacks on the Modbus protocol in SCADA systems, as explored in [10], target sensor data in gas pipelines and
water tanks, exploiting weak security checks, faulty message processing, and IP spoofing. The protocol’s lack of
IP verification enables Man-in-the- Middle attacks, unauthorized command execution, and denial-of-service
risks. Modbus TCP, widely used in SCADA networks, is also vulnerable to buffer overflow attacks due to
misconfigured packet size limits. Defenses include intrusion detection, deep packet inspection, and industrial
firewalls. Notable contributions include Liang et al.’s accurate detection method, Constantinides et al.’s
incremental machine learning-based intrusion prevention, and Deng et al.’s machine learning enhancements for
Modbus TCP security.

D. Supply Chain Attacks
Supply chain attacks pose a major risk to 10T integration in Industry 4.0, as malware hidden in hardware chips
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can remain undetected for long periods. Security concerns are heightened by the involvement of multiple
stakeholders, where any vendor may introduce vulnerabilities such as viruses, backdoors, or faulty components.
Petar Ran- daliev [6] proposes a dynamic, self-adjusting supply chain system using real-time data, machine
learning, and Al for predictive cyber risk analytics. This approach particu- larly benefits SMEs, which often lack
the resources to mitigate significant cyber threats in Industry 4.0 supply chains.

E. System Attacks

SCADA systems are a frequent target of assaults on industrial infrastructure because of their widespread use and
ease of use in numerous industrial infrastructures across the globe.In addition to presenting a study on how to
attack SCADA devices, researched, used, and suggested a specific method for the accurate and timely detection
of these devices. They specifically handle the situation where an attacker uses the industrial EtherNet/IP
protocol’s fieldbus communication. They then carry out a Man-in-the- Middle (MitM) assault and a stealthy
sensor attack through the device level ring (RLR) protocol inside an Ethernet ring.

V. DISCUSSION

Given the complexity of 110T cybersecurity, both infrastructure protection and the reliability of security solutions are
crucial. The 110T’s interconnected structure introduces numerous vulnerabilities, making comprehensive defense
strategies essential.

Supply chain attacks pose a growing challenge due to their stealth and complexity. While risk management
strategies help mitigate these threats, legacy industrial systems—designed without built-in security remain highly
vulnerable. Addition- ally, 1l0T’s real-time operations require precise data integrity, accounting for timing
variations and inter-device dependencies.

Although encryption and key management follow strict standards, they often prove inadequate for resource-limited
devices requiring low-complexity execution. Moreover, relying solely on operational or network traffic statistics
limits detection capabilities, as such metrics fail to capture the full system behavior—an issue observed in many
machine learning-based security approaches discussed in this study.

V1. CONCLUSIONS

Industrial 10T security must address evolving risks while safeguarding sensitive industrial data, especially since
conventional systems often fail to detect persistent threats. With production processes increasingly vulnerable to
cyberattacks, organizations are proactively hiring cybersecurity experts and implementing measures that extend
beyond traditional firewalls and antivirus solutions.

This study provides a comprehensive review of lloT attacks, outlining key vul- nerabilities and evaluating
countermeasures based on recent research. The framework presented offers a scientifically validated method for
hazard assessment in dynamic industrial environments. Future research may explore unconventional attack
vectors, such as zero-day exploits, and focus on developing self-adaptive, self-improving defensive mechanisms to
counter emerging threats. Additionally, further investigations could enhance the physical security of 110T devices,
particularly by addressing vulnerabilities in mechatronic subsystems that adversaries might exploit.
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