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Abstract—In recent years the number of cyber-attacks is being increased rapidly. There are
many unique cyber-attacks emerging day by day that require more attention. One such attack
is cross-site scripting (XSS). This attack can be caused by inserting the malicious code on a web
page to interact with the attacker’s web server. The attacker can get much useful information
about the victim and it is necessary to identify and prevent this type of attack. There are many
methods available to detect XSS attacks like using n-grams, machine learning methods,
intrusion detection systems (IDS), etc. In this paper, we used Support vector machine (SVM),
K-nearest neighbour (KNN), discriminant classifier and proposed a combined classifier that
best identifies the attack.

Index Terms— Cross-site scripting (XSS), Classifiers (SVM, KNN, discriminant), feature
selection, proposed combined classifier.

|. INTRODUCTION

The different sectors like medicine, management, business, research etc., make use of the internet every day and
due to the covid-19 pandemic, internet usage is increasing day by day. Therefore the amount of cyber-attacks is
also being increased rapidly. According to the cyber security threatscape, when compared to quarter 4 of 2020
the cyber-attacks were increased about 17% in the first quarter of 2021 and the number of targeted attacks was
also increased by 1.2% Ref. [1]. The main motive of these attacks was to collect the data and the data refers to
personal data, login credentials, session details etc. There are unique types of cyber-attacks emerging day by day
and one such attack is XSS. According to the open-source foundation for application security (OWASP), the
XSS attack is one of the top 10 vulnerabilities Ref. [2]. In web wulnerabilities the XSS wulnerability is the
common one Ref. [3]. The usage of Web applications plays an important role in exchanging data over the
internet because it contains much useful information about users like personal and sensitive information, session
information, cookies details, etc. This type of data attracts the attacker to get the information from the web
applications by unauthorized access by making use of malicious scripts, malware and this type of attack is
known as XSS attack.

An XSS attack is a type of insertion attack where malicious code is inserted into trusted websites Ref. [4]. It will
occur when an infected website is run on the victim’s computer and the malicious script will run on the victim’s
computer without his/her knowledge, the script will communicate with the attacker’s web server and the attacker
will have the access to victim’s personal information.

There are three types of XSS attacks; they are reflected XSS, stored XSS and DOM-based XSS attacks.
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A. Reflected XSS

It is a type of attack where the malicious script is delivered to the victim through different means like email,
through another website, through messages. It tricks the victim in such a way that the victim will click the
malicious link, or visit the malicious site or form on the victim’s browser where the attack is reflected and the
browser will execute the malicious script. It is also known as a non-persistent XSS attack.

B. Stored XSS

In this type of attack, the malicious script is stored on the target server permanently for example database. So
whenever a user requests for the data stored on that database, the victim will receive the malicious script from
the server. This attack is also known as a persistent XSS attack. Stored XSS attack affects more when compared
to reflected XSS attack.

C. DOM-based XSS

Here the malicious script is run on the victim’s browser by modifying the DOM environment so that the code on
the client-side will run in an unpredicted manner.

The study on XSS attacks is not done in a long time because they are considered harmless however, this opinion
is changed in recent years and there are several studies related to XSS attacks. Detecting XSS attacks is
important and there exist many methods to detect the attack like machine learning methods, IDS, deep learning
methods etc.

This paper is organized as follows. Section [] explains the related work where we discuss different methods used
to detect XSS attacks and section [] describes the proposed methodology, section [ shows the experimental
results and finally section [ gives the conclusion.

1. RELATED WORK

To detect the attack capturing and analysing network traffic becomes very important because, the network traffic
contains much useful information like network packets, session id, cookie details, visited websites, login
attempts, login credentials etc., all this information can be extracted from the network flow. Many researchers
have tried to detect XSS attacks using different methods like IDS, n-grams, machine learning.

In Ref. [5], the authors make use of IDS to detect the XSS attack. Here they used snort IDS to create rules and
then to filter out the packets. For the experiment they used a compromised server and 3 pc to attack the server
and packets were captured and analyzed using Wireshark, the snort rules were introduced and deep packet
inspection is used to detect the attack and the details of the attack were stored in an alert file and logged in terms
of dumps as metadata.

The authors in Ref. [6] also used the snort rule along with honeypot to detect the attack. They used the auto-
generate IDS rule method to generate the rules. They experimented using 200 XSS attack samples and
experimented in two stages and in the second stage out of 200 attacks 174 attacks were blocked by IDS. 87% of
attacks were successfully blocked by IDS.

In Ref. [5], Ref. [6], both used IDS but failed to give accurate results due to case sensitive limitations on the
snort rule.

In Ref. [7], the authors explained that by using different type of machine learning methods the XSS attacks can
be detected effectively.

The authors in Ref. [8] demonstrated that SVM, k-NN, and RF can be used to build classifiers for XSS. The
complete set of features used in the java script language and the scripts associated with malicious code is
considered as feature set. Here SVM gave better results with the accuracy of 97%.

In Ref. [9], the authors proposed a feature set extraction technique to extract the malicious features in the HTTP
traffic dataset. They used J48, one rule (OneR) and NB machine learning classifiers to detect the attack. When
compared to OneR and NB, J48 performed well with the highest detection rate of 94.5%.

In Ref. [10], Ref. [11], Ref.[12], Ref. [13], Ref. [14], the authors of these papers used different machine learning
methods for the experiments. They extracted different features in java script and in HTML to give better results.
In Ref. [15], the authors used SVM, NB and KNN with n-gram to detect the attack. N-gram is used to find
similarities in script tags between malicious scripts. 400 URL data is used for evaluation purposes. SVM with n-
gram showed a better result with an accuracy of 98%.

In Ref. [16], the authors used improved n-gram and alternating decision tree (ADTree) as classifier to detect the
attack in online social network. The authors implemented two approaches & second approach showed better
results by identifying malicious and benign script with precision of 0.918 and 0.967.
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The authors in Ref. [17] used convolution neural network (CNN), SVM and multinomial naive Bayes (MNB) to
detect the attack.

From the literature survey we observed that the experiments conducted using machine learning methods gave
better result when compared to IDS. So in this paper we make use of machine learning classifiers and propose a
combined classifier that will detect the XSS attack accurately.

I11. PROPOSED METHODOLOGY
The proposed methodology is discussed in four stages:

A. Stage 1: Dataset

To create a balance in the dataset, the dataset used in the experiment consists of both malicious and benign URL.
The dataset is downloaded from github Ref. [18]. The dataset is divided into two parts and one is used for
training and another one is used for testing.

Feature selection
While doing feature selection, both structural and behavioural features are considered. In this experiment total of
62 features were considered for the experiment.

Structural features

The structural feature consists of all non-alpha numeric characters that can possibly occur in a JavaScript. By
using these characters in the URL, the attacker can add unnecessary characters, spaces in between and trick the
user. Table [ shows the structural feature characters:

TABLE |. STRUCTURAL FEATURES

Features Group Terms
Punctuation LOHASNN&* <> L1 () =0 space,
Punctuation combination ><, “><[],==,&#

Behavioural features-
Behavioural features include certain keywords, commands and functions that are used in the JavaScript. The
attacker can use different behavioural features in the URL and can trick the user. The Table [ shows the
behavioural features:

TABLE Il. BEHAVIOURAL FEATURES

Features Description
Readabil ity Is the script readable - the number of alphabetical characters
Objects Document, window, iframe, location, This
Events Onload, Onerror
Methods createelement, String.fromCharCode, Search
Tags DIV, IMG, <script
Attributes SRC, Href, Cookie
Reserve Var
Functions Eval ()
Protocol HTTP
External File Js file

B. Stage 2: Classifiers

Here we consider four classifiers they are SVM, KNN, Discriminant and our proposed combined classifier.
Support vector machine (SVM)

SVM is used to perform supervised learning for regression and classification for datasets. It is used to sort two

types of data by classification. So it makes use of hyper planes to sort the groups to their patterns. It requires
some group of data to be trained and labelled for classification. The training group is separately kept and trained.
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It builds a new model that separates the data to their respective groups. It can also be known as non-probabilistic
classifier. Figure 1 shows the workflow of SVM classifier.

Input - Feature — SvM | Output

selection Classifier

Figure 1. SVM Workflow

K — nearest neighbour (KNN):

This is one of the basic methods of classification which is non -parametric and very efficient in classification.
KNN can be used for classification and regression as well. The data is classified majorly by plurality vote from
the neighbours and that data is classified to the group with nearest k value. The KNN performance is dependent
on K parameter which is found by the user. K training points are selected by considering the nearest distance to
the test data and hence the performance of KNN is greatly dependent on the parameter K. Figure 2 shows the
workflow of KNN classifier.

Input N Feature ) KNN Classifier N Output

selection

Figure 2. KNN Workflow

Discriminant classifier

Discriminant classifier is one of the classifier method used for classification Ref. [19]. It works on the
assumption that based on different Gaussian distributions different classes generate their data. To estimate the
parameters of Gaussian distributions of every class, the fitting function is used to train the classifier. While
predicting the class for new data, the trained classifier makes use of the class with the smallest misclassification.
Figure 3 shows the workflow of discriminant classifier.

Input N Feature ) Discriminant Output

selection Classifier

Figure 3. Discriminant Workflow

Proposed combined classifier

In proposed classifier we make use of all the three classifiers. The dataset is loaded and after the feature selection
process the data is sent to classifiers and we can see their result individually. After that in proposed classifier the
majority voting system is used. The output (1-malicious or 2-benign) of three classifiers is stored in an array.
Whenever a particular URL is selected from the dataset, for that one if any two classifiers predict their output as
malicious then the proposed classifier will also predict its output as malicious and raise an alert showing
malicious detected. Figure 4 shows the workflow of proposed combined classifier.

While checking the output, whenever we select the particular URL, we can see the URL after the data is loaded
into the model. By using this classifier we can reduce the amount of wrong predictions that can happen while
using single classifiers. So the accuracy of the classifier also increases.

C. Stage 3: Algorithm

URL is used as input to classifiers, from which features are extracted. Based on the training data, the classifier
will give the class of the output as Benign or Malicious.

Step 1: Get the benchmark dataset.

Step 2: Store the dataset in an Excel sheet

Step 3: Extract the important features from Dataset

Step 4: Divide Dataset 1 and Dataset 2 in two parts, one for training and other for testing.

Step 5: Train machine learning classifiers using training dataset.

Step 6: Test the dataset and if malicious found raise alert.

D. Stage 4: Metrics

To check the performance of the classifier we make use of confusion matrix and six metrics they are accuracy,
precision, prevalence, F1 score, True positive rate and false positive rate.
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Figure 4. Combined classifier Workflow

Accuracy: To decide how often is the classifier correct in overall. It is given by the formula
TP+TN

TP+TN+FP+FN (1)

Precision: To decide, how often is the classifier correct when it predicts benign.

@)

Prevalence: To decide how often does the benign condition actually occur in our sample. It can be calculated as
®)

True positive Rate: To decide how often the classifier predict benign, when it is actually benign. It is calculated
as

Accuracy =

TP
TP+FP

Precision =

Actual benign
Prevalence = ————
Total dataset

TP
TP+FN

TPR =

(4)
False positive Rate: To decide, how often the classifier predicts benign when it is actually malicious. It is
calculated as

FP
FP+TN (5)

F1 score: F1 score is nothing but the harmonic mean of recall and precision.

FPR =

IV. EXPERIMENTAL RESULT

For the experiment we considered SVM, KNN, discriminant and combined classifiers. The prepared dataset is
divided into 80% training and 20% testing and total 4800 URL dataset is considered out of which 4000 dataset is
used for training the classifiers and 800 dataset is used for testing. The experiment is carried out using Matlab
R2021a version. The dataset is loaded into the classifiers to check whether it is malicious or not. To properly
balance the test dataset, we considered 400 malicious and 400 benign URL’s. The experiment is conducted and
after the experiment we observed that out of 800 dataset, our proposed combined classifier correctly predicted
788 dataset and wrongly predicted only 12 dataset.

From the table III and Figure 5, we can see that our proposed combined classifier is giving highest accuracy of
98.5% when compared to other classifiers.
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TABLE Ill. EXPERIMENTAL RESULT

Metrics Method evaluation %
KNN SVM Discriminant classifier | Proposed Combined classifier
Accuracy 88.5 96.5 96 98.5
Precision 89.69 94.28 93.39 97.08
Prevalence 0.5 0.5 0.5 0.5
True positive rate 87 99 99 1
False positive rate 0.1 0.06 0.07 0.03
F1 score 83.32 96.58 96.11 98.5

ACCURACY

98
96
94
92
86
84
82
80
78
KNN SVM

Discriminant  Combined classifier

Figure 5. Accuracy comparison

V. CONCLUSION

XSS attack is one of the most famous vulnerability attacks for quite some time and there is a necessity to detect
these types of attacks and take measures accordingly. From the experiment we can clearly see that our proposed
combined classifier is giving accurate result of 98.5% when compared to individual classifiers (SVM, KNN and
discriminant). From this we can say that instead of using single classifiers to detect the attack, we can use
combined classifier so that it can predict the result with highest accuracy.

Detection of XSS attack is quite a task and with different kinds of URL’s, it will become even difficult. So for
future work, dataset can be increased and after the attack detection, we can implement some measures that will
help in prevention of these kinds of attacks.
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