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Abstract—The gradual rise in electricity theft is one of the foremost concerns for the electric
power distribution system and the poor economic state of the short voltage consumer side.
Power theft encloses faulty meters, electricity theft or billing errors. Moreover, this theft will
affect the sincere customers, proficient power supply and increases the power generating station
demand. In developing nations, theft detection and dealing with the public became very difficult
for utility concerns. Also, it will affect the growth of the developing country. Therefore, the
consumers develop metering knowledge with the diverse, novel, innovative developments for
prohibited electricity theft. This paper discusses the power theft impact factors and detection
methods using Artificial Intelligence (Al) and machine learning. Also, this work provides a
literature review on the techniques utilised for power theft detection. Consequently, the
performance metrics of these conventional techniques in power theft detection are investigated
for configuration of further improvement in electricity theft recognition.

Index Terms— Non-technical loss, Advanced Metering Infrastructure, Artificial Intelligence,
Data Science, Machine learning, Power theft detection.

|. INTRODUCTION

A. Background

The electric power system is always considered one of the most significant and fast-growing infrastructures filed
in any country, which gives a massive boost to the GDP and economy of the counties [1]. Since electricity was
invented, it has been in continuous operation by industry, domestic consumers, and commercial consumers in
their day-to-day life. Over time, power usage and the way to generate power from various sources are also
evolved. The practice of transmitting the electric power is also getting significantly improving. The power
distribution and transmission costs are considerably enhanced by improving the power system, and large
numbers of people are now accessible to the electrical energy. Nowadays, smart girds are evolving in the power
system. The smart grids are contained additional instruments for digital communication (i.e., Sensors and smart
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meters). Adding the smart grid to the conventional power system can operate more than one power source, and
bidirectional power transmission is also possible [2], [3]. The smart grid can record the tremendous amount of
power distribution and consumption data from the consumer end and the distribution company end. Further, this
dataset can be utilised for the data analysis by analysing the power consumption pattern of different consumers.
Accordingly, the power generation and transmission can be scheduled, and the power system's additional losses
can be analysed.

In the power system transmission and distribution section, there are main two categories of power losses 1)
technical losses and 2) due to non-technical losses [4], [5]. When the power is transmitted from the power
generating station to the primary supply grid, the girds transmit the power to the various power substations. The
city substation distributes the power to end users [4]. During this long process of supplying power from one
place to another and utilising and emitters losses due to change in different voltage supply levels and as per the
consumer, requirement power is provided. Different consumers have different revetments during this process,
and some energies are lost. This loss of control is known as a technical power loss. When in the power grid, the
consumer tries to steal the energy by bypassing the electric meters or not paying the full invoice amount, known
as non-technical loss in the power system. Power and energy theft are considered non-technical losses[5], which
lead to a heavy power loss and are one of the responsible reasons for the power grid balancing.

This type of electricity theft mainly occurs in underdeveloped or developing countries where the local people’s
standard of living is below average, and electricity rates are not affordable for some people, leading them to steal
the electric power[6], [7]. India is one of the developing nations that authoritarian states should take to diminish
insufficient and uneven power supply and should pay more attention to enhancing the improvement of this
segment [8]. After the vast promotion and majority of people’s interest in the cryptocurrency, there has been a
rise in the crypto-miner in the western countries and which implies a massive load on the power grid, and the
rate of electricity is also higher, which encourages most of the crypto miner to theft the electrical energy from
the grids[9].

According to the following research article about the electric power theft done in many developing and well-
developed countries:

TABLE |. LOSS OF REVENUES DUE TO ELECTRICITY THEFT IN DIFFERENT COUNTRIES[10]

Countries Power theft (in %) Loss in revenue (in USD)
India [11] ~30% $16.2B
South Africa [12] ~33-35% $20B
Brazil ~20-30% $4.7B
Bangladesh ~14-15% $70M
Jamaica ~18% $75M
Pakistan ~25% $25B
China ~15% $65M
Malaysia 20% $229M
Turkish 15% $1B
United Kingdom ~15% $217M
United State of America ~2-3.5% $1B
Canada - $125M

As shown in Table , the survey collected in various research work about the amount of electrical energy was
stealing in the countries and how much it costs to the government and the distribution companies. Electricity
theft is a central portion of the beneficial losses [13]. However, power theft prevention is a challenge without
innovative technologies, and it should continuously monitor the data automatically towards the clouds [9].
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Figure 1shemetic diagram of electric theft of bypassing the electric meters
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Mainly, developing countries like India, China, Brazil, Jamaica, and many others majorly face this electricity
theft due to higher rate of population increment, higher unemployment rate, lower education, and highly
underdeveloped ruler areas. In rural areas, electricity theft is widespread and mainly happens in the distribution
lines by rampant hooking [14]. The action in rural areas is not accessible due to the absence of governmental
determination [15]. Similarly, the bypass and meter damage are the major problem in the urban sides that is
faced by the group of power supply company employees [16]. The Schematic of the Straight tapping in cable for
power theft is illustrated in Figure 1. In developing countries like India, power theft is a general consequence.
Also, top portions of the power supply are unpaid [17]. Around one-fourth of electricity in India is lost by
electricity theft and poor wiring [15], which also can display in Table . The distribution segment, large industries
and domestic customers are also spoiled by electricity theft by taking electricity from the grid of national
illegally [18]. Electricity theft via meter damage is one of the main problems of commercial loss increases [19].
Each electric component faces these issues at different levels [20]. The power suppliers are continually exposed
to new scam methods introduced by innovative persons [21]. The power theft problem also increases because the
power supply-demand increases [22]. The low quality of power and income losses because of power theft can
create economic problems in the distribution segment. Simultaneously the user experiences common trip issues
and voltage variation in the power supplies[17].

B. Motivation

This electricity theft is one of the significant issues and the warring singe for the electric power grid
development; There are very high chances that it might surge in the power generation and distribution planning.
Also, technical loss in the electrical power system can be easy to recognise and solved by various methods [23].
Still, for this non-technical loss, identification is also one of the challenging aspects because, in every fraud or
theft detection condition, most people are honest. So, the task is to identify the fraud consumer from many
ethical consumers. Also, as per human rights, it needs to ensure that no honest consumer gets punished, so
consumer identification also requires strong evidence [24]. If they caught them, action would be preferable per
most countries’ rules[25].

In this research study, we analyse and review the various methodologies utilised in the current research work and
real-time case studies for the electricity theft detection approaches and the success rate of those methods and the
scope of improvements in those approaches.

The paper structure is as follows: the first section is about the introduction of the research paper, including the
background of the electricity theft and our motivation for this research purpose; in the following area, we discuss
the people’s mentality and the mindset based on that information we analysed the reason behind the electricity
theft and how government take action against the power thefts. In the 3™ section, we discussed the various
methods for fraud. In the 4™ section, we analysed the performance analysis of those methods. In the 5" section,
we researched and debated the flows in the approaches discussed in sections 3 and 4. Also, we discussed the
space for improvement in those approaches. In the last quarter, we concluded the research study and discussed
the further work of this research study.

Il. REASON BEHIND THE POWER THEFT

Several reasons for electricity theft are described in the literature [26]. All those factors are categorised into two
categories A) Political reasons and B) Socioeconomic reasons.

A. Political reasons

According to the World Bank survey, if the countries face political issues, political power unbalancing, civil
wars, poor civil rights, the lack of accountability and lack of democratic power, there are more chances for
electricity theft. These issues we can analyse in the current scenario in the Asian countries China, Pakistan, and
India have many more effects sometimes due to lack of awareness, the lower standard of living, and the election
season pressures. Also, sometimes the lack of proper rules and regulations to punish the fraud consumers and
outdated laws become an issue, and many fraud consumers can find a loophole in the statutes. Also, according to
the research study [27], [28],[29],[14], the corruption level of countries is more likely to have more numbers of
fraud consumers, such as Tunisia, Pakistan, and India.

B. Socioeconomic reasons

As shown in Figure 2, the socioeconomic factors for the electricity thefts. Most the developing countries are
almost suffering from these issues; as shown in the figure above, the lack of education, the did not get the proper
job, and a good salary which is not good enough to pay basic expenses, and they cannot easily afford the
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Figure 2 Correlation of various socioeconomic reasons for the power theft[10]

electricity which encourages them to steal the power from the grid[30]. As the population increases and full fill
their food-related requirements, there is a rise in the farming sector, which is positive. Still, it also needs
electricity to run the water pumps and much other agricultural equipment, and the timing for the power supply
into the farm was not correctly scheduled[31]. Significantly less power is supplied to the agriculture as per the
previous agriculture information, which makes them steal the energy from the girds.

C. Other reasons

Other than these two factors, many other factors encourage the people to steal the power from the girds. The rise
in global warming and the increase in heatwaves in many world regions increase the number of electricity users
(Air conditions, coolers, Fridges), which consumes reactive power and costs more than the average power
consumption. Their invoice amount is on the higher side. Also, in many developing countries, this electric power
distribution is still managed by the government authorities, and their lack of monitoring leads to more cases of
electricity theft.

D. Government mandates to prevent the electricity theft

TABLE Il. GOVERNMENT MANDATES TO PREVENT THE ELECTRICITY THEFT[10]

Countries  Laws Punishments
UK | Energy theft law 1968 Up to five years of presentment if caught in the act.
India | The act of electricity 2003 Six months to five years of presentment with the fine of the three
times of energy is stolen from the power grids.
Pakistan | Pakistan electricity pean code 2016 Up to three years of presentment and a fine of up to 10M
Pakistani rupees
China | Electricity laws Up to five times a fine of energy was stolen, and points decrement

in the social scores.

Turkey | Criminal code Presentment of one to five years

Algeria | Criminal act 350 Presentment of one to five years with the fine of 500 to 20K
dinars

Nigeria | Nigerian energy commission Fine Up to 50K - 200K Nigerian dollars

1. ELECTRIC POWER THEFT DETECTION METHODS

In the 0™ section, we discuss the various factors and the reasons for the electricity theft and the people’s mindset
behind the stealing the electric power. Also, it analysed how this power theft is a risk to the electric networks and
the other consumers [32]. The power utilities of authorised persons validate power usage from one house to
another using an energy meter [33]. Different methods have been utilised to detect power theft, such as
hardware-based, state space-based, game theory-based, and data-driven [34]. All those methods are discussed in
this section.

A. Hardware-based methods

Many distribution companies face this issue of electricity theft. To solve the problem, they implemented a
physical hardware-based model with specific energy measurement meters with anti-tampering inbuilt functions
and AMI-based meters that can transmit the dataset with the help of RFID sensors[35]. All this information is
supplied through the WAN and LAN based connection. Due to availability of the affordable and fast internet, all
this information is passed to the government authority or the distribution companies. All those information is
manually analysed based on the electronics hardware applied in the networks [36].
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Figure 3 Simple advanced headwear and metering infrastructures

B. State space-based modelling approaches

The power systems are constantly analysed and designed from the State space-based models. These state space-
based models consist of every component of the power system network and are utilised as state-space equations
[37]. This control system space designs the combination of the voltage and current based features in the power
system networks. For the theft detection in the electrical power grid, this approach required every component
connected to the grid, which also included every element of the consumer end and based on these components,
this method utilised the audit based information from the power utility company as well as the power consumed
by each consumer end components and based on this audit we can able to identify the fraud consumer in the
power grid [21].

C. Game theory-based approaches

This is an Al agent-based approach. In this method, the entity based agents were created in the virtual
environments. For this problem of theft detection, first, the virtual environments were designed to replicate real-
world situations. For example, the environment consists of power consumption rates, tariff rates, and various
entities such as industrial consumer agents, agriculture consumer agents, Domestic consumer agents, and
commercial consumer agents. When these agents were created, the different function of the agents was applied
based on their power consumption pattern in the real world to replicate the real-world situations[38]. Once this
agent was set, one more agent was created, which played the role of the power distribution company with the
function of power supply as per the needs in the grids and collected the data information of the consumer power
consumption. Now all the environments and agents were set. Then one small mole in the agents was created,
which tried to steal the electricity from the grid by illegally connecting the load to the grid by bypassing the
meter connection. This type of electric theft occurs when the distribution company and consumer power data are
recorded and thoroughly analysed in the simulation environment [39]. Based on these fundaments, real-time
models are created if a similar pattern is observed that the consumer keeps under observation for fraud detection
and substantial evidence collection.

Using this algorithm, the underdog power theft pattern dataset was collected, which is very difficult to analyse
on the real-world data due to their regular usage of the power, which might misguide the power distribution
companies.

D. Data-driven approach

Power theft is detected by data-driven methods such as decision tree [40], linear regression [41], state estimation
[42], supervised learning [43], deep learning [44], game theory method [33] and long-short term memory-based
neural network methods [45]. Power theft is effectively detected by a classification-based framework from all
these methods. The Electricity theft detection using a classification-based framework is shown in Figure 4 [46].

Machine learning-based model

The progressive metering arrangement permits the mutual distribution of data among smart meters and services.
Nevertheless, the power theft of the cyber-security problem in the smart grid is a significant problem. Therefore,
Sravan and Dipu Sarkar [47] developed an ensemble-based machine learning framework for power theft
detection in a grid system by the user’s depletion method. The ensemble machine learning method encloses
extreme boosting, adaptive, light boosting, categorical enabling extra, and random forest method has been used
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Figure 4 Electricity theft detection using the data-driven classification based approaches

to estimate the detection degrees and false positives. The information pre-processing technique enhances the
detection function. The Area under Curve (AUC) of different trees and random forest method has been achieved
as 0.90.

Rajiv Punmiya and Sangho Choe [48] developed an improved machine learning method named extreme gradient
boosting (XGBoost) for Time-Of-Use (ToU) power theft activities. The cost of electricity varies throughout the
day depending upon consumers' decisions in ToU. A few malicious users can take power and operate the
detailed theft detection report. The false-positive rate off-ToU has achieved 3%, and d-ToU has 4%. Moreover,
the detection rate of dynamic ToU has been obtained as 98%.

Power theft is a big problem in the power distribution segment, and its detection methods have improved in
many studies. The inadequate tuning and prohibited energy meters develop many non-technical based losses.
This loss can create vast financial problems and security issues in the power network. In some cases, it cannot
remove the power theft in most power distribution industries, which can be detected and prevented. For this
reason, Behc and vendetta [49] developed a Long-Short-Term Long Memory (LSTM) that depends on deep
learning techniques for power theft detection. The schematic of LSTM in power theft recognition is illustrated in
Fig.4.
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Figure 5 Schematic structure diagram of the LSTM modelsz

The reliability of the power system is regulated by proficient power theft detection. Moreover, the innovative
grid development and conventional power theft detection methodologies have increased the challenges.
Therefore, a new enhanced random forest (RF) and synthetic minority oversampling technique (SMOTE) is
introduced by Zhengwei Qu et al. [50] for effective power theft recognition. The K-means clustering has
balanced the data with SMOTE (K-SMOTE) algorithm. Then, the balanced data was trained using the RF
method and effectively detected the power theft on the consumer end.

Power theft has become a great challenge for power operators and must be recognised and reduced. Power theft
became widespread when advanced metering infrastructure (AMI) developed in the smart grid. For this reason,
Blazakis and Georgios [51] developed a new data mining based method stated as  Density-Based Spatial
Clustering of Applications through Noise (DBSCAN) for the illegal energy consumption detection. The diverse
electricity theft is analysed by principal component analysis (PCA) combined with the mean shift method. The
throughout work outcomes demonstrate that the developed method can enhance the power system's security,
reliability, and working.

Extreme collective technical and commercial losses are the main problems in electricity usage. Many innovative
methodologies have been introduced in metering structures to reduce the pain in power systems. However, the
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inventive method does not provide proper performance in some activities. Hence, Majid Aryanezhad [52]
introduced an online-based power theft detection and prevention method based on real-time situations. A new
electricity pilferage prevention system (EPPS) is projected to provide proper voltage maintenance to the power
system even under the illegal load connection. The projected method improves the power distribution system's
reliability, revenue, flexibility, and suitability. The accuracy of the detected power theft is 99% achieved.
Supriya Jaiswal and Makarand S. Ballal [53] projected a fuzzy inference on the electricity theft prevention
system (ETPS) using LabVIEW for real-time based power theft estimation. Moreover, the consumer care unit
(CCU) is associated with ETPS to regulate the legal user side voltage supply. Because the power distribution
segment on the utility side can be mainly affected by the power theft problem. The reliability and stability of the
power supply are regulated. This method is validated under the direct tapping situation on the distribution line.
The losses were reduced up to a negative 1.31% under 2235.5 Wh.

The security of the smart grid is enhanced by proficient power theft detection. However, in advanced metering
infrastructure (AMI), the deep learning method plays a significant part in theft detection. Therefore, Jiangnan Li
[54] investigated a proficient function of the deep learning method for electricity theft detection. The iterative
and single-step assault is taken to validate the operation of the projected approach. The confrontational assailants
can explosion tremendously low depletion capacities to the usefulness deprived of being noticed through the
deep learning representations. Consequently, the possible protection devices compared to vicious assaults in
vitality theft recognition.

J. Nagi et al. [55] developed a new Support Vector Machine (SVM) based intelligent power theft detection
approach because of fraudulent power depletion. The non-technical loss caused by the power theft in the
distribution segment is detected in this work. The projected ideal preselects supposed customs to be reviewed
onsite for deception depending on indiscretions and irregular depletion performance. Moreover, this method
delivers a data mining technique that includes feature mining as ancient consumer depletion statistics—the SVM
method customs consumer load summary material to depict irregular performance connected with technical loss
happenings. Furthermore, the consequence produces classification sessions utilised to choose possible deception
defendants for onsite examination, depending on substantial performance that appears because of abnormalities
in depletion. The Summary of machine learning-based power theft detection is illustrated in Table .

TABLE Ill. SUMMARY OF THE MACHINE LEARNING-BASED APPROACH FOR THE ELECTRIC FRAUD DETECTION

Author Methods properties Merits Limitation

Sravan and Dipu Sarkar Ensemble Machine 5000 customers Highest AUC is obtained  Accuracy is less

[47] learning

Rajiv Punmiya and XGBoost 1000 customers Applicable in real-time The classification

Sangho Choe [48] usage problem is big

Behc and vendetta [49] ETD-LSTM 33.979 customers  Feature extraction is high ~ Required real-time
verification

Zhengwei Qui et al. [49] K-SMOTE 368 users Stronger stability The error rate is a bit
high

Blazakis and Georgios DBS 1100 The success rate is high Performance metrics

[50] are not validated

Majid Aryanezhad[51] EPPS - Improved accuracy and The computational

Complexity are low. period is high.

Supriya Jaiswal and Fuzzy ETPS 51 consumers Financial loss is reduced Performance metrics

Makarand S. Ballal [52], and provides simplicity are failed to validate

[53]

Jiangnan Li [54] DNN 48 power data Improved security. Attackers’ cost is
high.

J. Nagi et al. [55] SVM 186,968 Reliability Accuracy is less

customers

Hybrid machine learning-based approach for theft detections

In power industries, the quality of power supply, non-technical losses, and grid working safety caused by power
theft are the main concerns for financial losses. For this reason, Xiangyu Kong et al. [56] projected a
combination of methods termed Decision Tree Incorporated with K-Nearest Neighbor Along With Support
Vector Machine (DT-KSVM) for power theft identification. Initially, the kernel fuzzy-based C-means (KFCM)
algorithm is applied for the feature selection method in consumers' standard power depletion feature curve. Then
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the AMI was utilised to resolve the data stolen issues. The stealing data has been executed by The One-
Dimensional Based Wasserstein Generative Adversarial Networks (1D-WGAN). Consequently, DT-KSVM s
utilised to accomplish subordinate recognition and classify apprehensive consumers. The representation of DT-
KSVM is illustrated in Figure 6.

Suspected .

9096

Figure 6 Decision tree base hybrid support vector Machin learning
algorithm for the fraud detections

nse Layer

Figure 7 Hybrid CNN+LSTM model construction

Zhong Tao et al. [57] introduced a novel Electricity Theft Detection based on Deep Bidirectional Combined
Recurrent Neural Network (ETD-DBRNN) method for power theft detection. Power theft creates a significant
problem for financial and community improvement. Generally, the power depletion data method depends on
power theft detection can assist in resolving this issue. However, conventional techniques have inappropriate
accuracy for theft estimation, and they can easily be affected by the outer impact of characteristics. For this
reason, only the ETD-DBRNN method is developed for the inner and outer correlation using the power depletion
data and other characteristic features.

The AMI is combined with the novel method for the power theft detection introduced by Matheus et al. [58] in
the distribution system. The power theft evidence is taken by estimating a three-phase based state estimator
depending on phasor measurement components in the transformer unit. Consequently, the stealing power
identification by the user is the other stage. The Self-Organizing Map (SOM) method has trained the user power
consumption data group. The new Multilayer Perceptron based Artificial Neural Network (MP-ANN) is
executed for the classification of power theft or not. The execution of this work is validated under the IEEE 70
bus system, and 5000 fake users of accurate data are taken. Moreover, 93% of fault detection value has also been
achieved significantly less false positive value is reached. The main aim of this power theft identification is to
reduce the measurement components in each transformer.

Development has been fast-moving up communal and financial changes in urban societies. Nevertheless, urban
regulation and secrecy became a significant task in urbanisation. Hence, a risk forecast method is necessary to
inhibit and prevent crime in urban groups. To overcome such issues, a Long Short-Term Memory Network
(LSTM), in addition to Spatial-Temporal Graph Convolutional Network (ST-GCN), is projected by Xinge Han
et al. [59] for high-risk power theft detection in an automatic way.

Smart grids trust Info and Infrastructures Knowledge and intelligent meters to the mechanism and accomplish
frequent system criticisms. Nevertheless, using these structures’ variety of intelligent grids is susceptible to fake
intimidation, particularly power theft. Hence, the power theft detection method plays an essential part in power
system non-technical loss problems. Hossein proposes an Ensemble-based Deep Convolutional Neural Network
(EDCNN) method [60] for power theft prediction in smart grids. Primarily, the bagging method is provided to
the system for unstructured data, and sequentially EDCNN is used. The performance metrics are estimated for
the validation of this work.

In a power system, the power loss is estimated based on the condition of technical failures and non-technical
losses. Nevertheless, the non-technical based loss highly impacts the grid over the technical problem due to
billing errors, faulty meters, and power theft. Thus, power theft has caused more financial issues in utility
industries in modern power systems. Traditionally, power theft detection has high challenges due to the
overfitting problem, unstructured data, and massive aspect of data handling. An LSTM method is introduced
with the bat combined random under-sampling boosting (RUS Boost) method for abnormal power theft detection
by Muhammad Adil et al. [61] to overcome this limitation. The feature extraction has been done by the LSTM
method. The RUS Boost method is utilised for the classification of false detection. The receiver operating
characteristics (ROC), precision, F1-score and recall based performance evaluation are examined.
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The literature [62] developed a new power theft detection method. Thus, the State Grid Corporation of China
(SGCC) based dataset is taken to validate the developed method under the cases of typical theft conditions. This
dataset is enclosed with numerous misplaced and mistaken rates. Also, the empirical mode decomposition
method has been utilised to pre-process the data and feature selection. Then a new K-nearest neighbours (KNN)
method was applied to the system to improve the accuracy in a rapid and straightforward process. The power
theft detection method has attained 91.0% of accuracy.

Among all non-technical based losses, power theft became a highly challenging and severe problem. Power theft
causes some problematic issues such as quality of power supply, generation load raises users’ power bill
problems and affect overall financial situations. The data analysis method has been utilised to diminish the loss
in the innovative grid operation. The smart grid structure creates a large quantity of data that encloses the energy
depletion of solitary consumers. Hence, Md. Nazmul Hasan et al. [63] developed an LSTM based convolutional
neural network (CNN) of integration for power theft identification. The structure of the CNN-LSTM model is
shown in Figure 7 The classification and feature extraction has been done using CNN. The missing data in the
dataset for power theft detection is pre-processed by this novel method.

Konstantinos V. Blazakis et al. [64] developed a new Adaptive Neuro-Fuzzy Inference System (ANFIS) method
for power theft detection in smart grids. The developed method provides high positive value in different
belongings of deceitful actions invented from illegal power convention.

TABLE IV. SUMMARY OF THE KINDS OF LITERATURE RELATED TO THE HYBRID MACHINE LEARNING ALGORITHMS

Author Methods properties Merits Limitation

Xiangyu Kong et al. DT-KSVM 6400 pieces Under the abnormal data also, = However, the accuracy of the
the detection accuracy is high conventional methods is high then

this method

Zhongtao et al. [56] ETD-DBRNN 5000 Irish homes A high recall index was Further improvement is required
achieved

Matheus et al. [59] MP-ANN 5000 consumers the secrecy of consumers is = Expense is increased
taken

Xing Han et al. [38] LSTM and ST-GCN 77 communities More accurate over other = Certain training complexity

methods
The false-positive rate is low,

present

Hossein [59] EDCNN 42372 users

The inside attack detection is not

and accuracy is more

well developed.

Muhammad Adil etal. = Bat- RUS Boost 5000 users Reliability is improved Accuracy is low
[61]
Sumair Aziz etal.[62] KNN 1,035 days Cost-efficient  and rapid = Accuracy is less than other

process

methods

IV. PERFORMANCE METRICS

The performance metrics are validated for various power theft detection methods in accuracy, precision, recall,
F1-score, computational time, RoC and AUC. The machine learning and hybrid form of machine learning in
power theft detection are validated in this investigation. The machine learning method provides high accuracy
and diminishes the computational period. However, the advanced hybrid machine learning approach provides
a significant outcome under abnormal data.

A. Models’ performance accuracy

The accuracy is defined as the exact theft detection compared with the diverse conventional methods illustrated.
The accuracy of the diverse method has been validated from that the Ensemble Machine learning [65] has 82.5%
of accuracy, ETD-LSTM [48] has 93% of accuracy, K-SMOTE [49] has 94.53% of accuracy, Fuzzy ETPS [52]
has 98.2% of accuracy, DNN [53] has 97.7% of accuracy, SVM [54] has 72.60% of accuracy, DT-KSVM [56]
has 95.6% of accuracy, ETD-DBRNN [57] has 97.44% of accuracy, EDCNN [57] has 98.1% of accuracy, Bat-
RUS Boost [62] has 87.9% of accuracy, and CNN-LSTM [63] has 89% of accuracy. However, the typical Fuzzy
ETPS [52] based machine learning methods achieved higher accuracy than other methods.

B. Precision of model’s predictions

The performance metrics comparison of precision rate is defined as the ratio of consumers that are appropriately
detected by way of typical each user identified as usual. The precision value obtained from various power theft
detection methods is validated, shown in Figure 9. The comparison obtained by Ensemble Machine learning [65]
has acquired 99% of precision, ETD-LSTM [48] has got 92% of accuracy, ETD-DBRNN [57] has received
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95.70% of precision, EDCNN [60] has acquired 98.8% of precision, Bat-RUS Boost [61] has obtained 88.9% of
accuracy, and CNN-LSTM [63] has received 92% of precision.

C. Recall based prediction model’s performance analysis
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Figure 10 Recall based model prediction
performance analysis

Consequently, the recall states that the ratio of appropriately identified optimistic consumers per the amount of
each consumer. The recall value obtained from various power theft detection methods is validated, shown in
Figure 10. The comparison obtained Ensemble Machine learning [65] has received 75% of recall, ETD-LSTM
[48] has obtained 92.22% of memory, ETD-DBRNN [57] has acquired 99.74% of remembrance, EDCNN [60]
has received 99.90% of recall, Bat-RUS Boost [61] has obtained 91.09% of memory, and CNN-LSTM [63] has
acquired 96% of remembrance.

D. F1 Score based performance measurements

The F1-score value obtained from several power theft detection methods is validated, shown in Fig.10. The
comparison obtained by Ensemble Machine learning [65] has received 75% of the F1 score, ETD-DBRNN [57]
has acquired 92.09% of the F1 score, EDCNN [39] has obtained 98.9% of the F1 score, Bat-RUS Boost [61] has
received 96.1% of F1-score, and CNN-LSTM [63] has acquired 94% of F1-score

E. Overall model comparisons

The computational time obtained from various power theft detection methods is validated, shown in Figure 12.
The comparison obtained Ensemble Machine learning [65] has obtained 406 sec, Fuzzy ETPS [52] has obtained
600sec, DNN [53] has obtained 1200sec, SVM [54] has obtained 2.3 sec, DT-KSVM [56] has received
45.324sec, ETD-DBRNN [57] has got 48sec, and EDCNN [60] has got 50sec. The SVM method in power theft
detection has significantly less time than the other methods.

The overall Performance metrics comparison with diverse conventional methods is detailed in Table . The
discussion in Table described the accuracy, precision, recall and F1-score value of various machine learning and
hybrid-based methods in power theft detection. Moreover, the different computational time, RoC, and AUC are
examined in diverse ways. The performance metrics of individual machine learning, hybrid machine learning
model, and optimisation combination are studied.
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Table V. Overall Performance Compression with Different Classification Metrics

Method Accuracy Precision Recall F1-score Time RoC AUC
Ensemble Machine 82.5 99 0.75 0.75 406 s 0.9 0.90
learning [65]

ETD-LSTM [48] 93 92 92.22 NA* -NA -NA -NA
K-SMOTE [49] 94.53 -NA -NA -NA -NA 0.91 0.951
Fuzzy ETPS [52] 98.2 -NA -NA -NA 600sec -NA -NA
DNN [53] 97.7 -NA 70 -NA 1200 sec -NA -NA
SVM [54] 72.60 -NA -NA -NA 2.3 sec -NA -NA
DT-KSVM [56] 95.6 -NA - NA - NA 45.324sec - NA 0.85
ETD-DBRNN [57] 97.44 95.70 99.74 92.09 48sec -NA -NA
EDCNN [60] 98.1 98.8 99.90 98.9 50sec -NA 0.993
Bat-RUS Boost [61] 87.9 88.9 91.09 96.1 -NA 0.87 -NA
CNN-LSTM [63] 89 92 96 94 -NA -NA -NA

*NA — No data founded

V. DISCUSSION ON METHOD SELECTIONS

Based on various methodologies, the primary method for fraud detection is to deploy the AMI based meter
system and continually analyse the consumption information. One of the critical issues is the initial cost of
headwear system deployment and the many workforces taken for examining the dataset continuously coming
from consumer ends—the unreliability of the hardware system during challenging weather conditions. The
overall maintenance cost of the hardware system is more. For this approach, if any data science approach
processes the collected data, that would be better for the analysis.

The classic state-space based methods for fraud detection also provided great simulation accuracy. However,
implementing this approach is very challenging because to identify the fraud consumer, this method requires
detailed information about the power consumers about the equipment they utilised and based on the elements
and their operation time, one state-space block is created, and this same way, a new state-space block is is
making. Also, this information is too large to handle, and continuously combining data information from the
consumer end, this method is quite bookish to implement.

The advantages and drawbacks of numerous machine learning approaches for power theft detection were
examined in this review article. Additionally, to suggest a new technique based on this review, the legal
restriction of all forecast models is studied. The corporate advantages and drawbacks of machine learning
methods for power theft detection are detailed in Table viVI.

TABLE VI. ADVANTAGES AND DISADVANTAGES OF MACHINE LEARNING MODELS

Methods Advantages Drawback
Machine e  The turns of events and arrangements are e  Results may fluctuate.
learning effectively perceived. . It requires more opportunity to contemplate and make the
e  Alarge amountand high dimensional capacity with the exact outcome.
information can deal with
Hybrid e  Upgraded radically e For preparing, a gigantic measure of information is
machine e Under the unstructured data, likewise, needed
learning the best results are accomplished. . More time is taken to prepare the information
e  Can settle the advancement issues e The element choice depends on the reliant capacity.
e  Addressing the quantitative issues e The assessment of execution boundary is almost
. Best results can acquire. sluggish.

V1. CONCLUSION

This research work is a review work based on the electricity theft detection and analysed the various recent
research work and studies what sort of methodologies they apply to detect the fraud consumer from the large
gird and what type of consideration we needed to take while creating the models. Before that, we discussed how
much this electricity theft costs to the government authorities and many distribution companies. Based on the
authenticated data information, it is founded that this is a severe issue. It can cause severe damage to the power
grid lines, the other available consumers, the girds, and the power generation units. After this discussion, we
study what type of mandates are passed by the various governments to prevent electricity theft. After discussing
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the electric robbery and the government mandate, different recent methodologies and their research work are
thoroughly studied and discussed. Their research work also tries to do a little bit of critical analysis in their
research work in the discussion sections. We suggest utilising supervised and unsupervised machine learning-
based approaches based on this research work-study. For the imbalances, classification classes SMOTE, Adasyn
based system can be used. The class weightage-based system can provide accurate results without adding
synthetic data to the dataset.
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